
Access FormsAccess Forms

 CIOB/Information Security DivisionCIOB/Information Security Division

 Systems Access UnitSystems Access Unit



Facilitating Form ProcessingFacilitating Form Processing
Individual Authorized To Sign CIOB FormsIndividual Authorized To Sign CIOB Forms

 To meet departmental guidelines and
other internal controls we require that all
forms carry the signature of Program
Director level or above.

 Responsible person i.e. CEO, Program Director, Deputy, etc. May also designate
additional individuals to sign required forms to authorized access to the Integrated System
(Data Entry) or permit service delivery staff (rendering provider) association to Legal Entity
reporting unit (s).

• Form Link:
http://dmh.lacounty.gov/hipaa/documents/Auth%20Sign%20CIOB%20Revised.pdf



Individual Authorized to Sign CIOB FormsIndividual Authorized to Sign CIOB Forms

•This SAMPLE Form
indicates required fields.

•CEO may designate a
Designee and an
Alternate.



Integrated System AccessIntegrated System Access
Direct Data Entry and/or Support StaffDirect Data Entry and/or Support Staff

Forms RequiredForms Required
 Applications Access (AAF)Applications Access (AAF)

 allows creation of endallows creation of end--user profile in the ISuser profile in the IS
 role assignments allow client searches, maintain data, medicatiorole assignments allow client searches, maintain data, medication, reports, etc.n, reports, etc.
 provider number association restricts access to clientprovider number association restricts access to client’’s information by provider numbers information by provider number

association.association.

 RSA SecurID CardRSA SecurID Card
 Downey Data Center Registration, Contractor (DDCR)Downey Data Center Registration, Contractor (DDCR)

•• Provides a securID card.Provides a securID card. Initial authentication to permit endInitial authentication to permit end--users through the Countyusers through the County’’s Firewall.s Firewall.

 Agreement For Acceptable Use and Confidentiality ofAgreement For Acceptable Use and Confidentiality of……(AUP(AUP))
•• User acknowledgement of confidentiality and violation penalties.User acknowledgement of confidentiality and violation penalties.

 Submit 3 forms (AAF, DDCR, and AUP) to CIOB/Information SecuritySubmit 3 forms (AAF, DDCR, and AUP) to CIOB/Information Security
Division/Systems Access, 695 S. Vermont Ave, 8Division/Systems Access, 695 S. Vermont Ave, 8thth Fl, LA 90005Fl, LA 90005
 Processing time 2 to 3 weeksProcessing time 2 to 3 weeks

•• Mail to Provider or Provider may pickMail to Provider or Provider may pick--up Logon Packetup Logon Packet

 Confidentiality OathConfidentiality Oath
 Maintained by ProviderMaintained by Provider

 To terminated services from a provider location submit an AAF, DDCR and the
RSA SecurID Card.



““IS FormsIS Forms”” linklink
http://dmh.lacounty.info/hipaa/cp_ISForms.htmhttp://dmh.lacounty.info/hipaa/cp_ISForms.htm

Sample

Link to Data Entry Staff
Forms:
http://dmh.lacounty.gov/h
ipaa/cp_ISForms.htm

Required forms,

instructions, codes, roles
and other helpful
information are listed
under Integrated System
Access.



Sample Applications Access FormSample Applications Access Form

Blank form can be
downloaded from
the IS link.

This Sample
indicates required
Information: (All
fields)

Required Signatures :
•User
•Authorized Manager
or designee

Applications AccessApplications Access
(AAF)(AAF)
••allows creation of endallows creation of end--useruser
profile in the ISprofile in the IS
••role assignments allowrole assignments allow
client searches, maintainclient searches, maintain
data, medication, reports,data, medication, reports,
etc.etc.
••provider numberprovider number
association restricts accessassociation restricts access
to clientto client’’s information bys information by
provider numberprovider number
association.association.

Form #1
Data Entry Staff



Downey Data Center Registration FormDowney Data Center Registration Form

Downey Data CenterDowney Data Center
Registration, ContractorRegistration, Contractor
••Provides a securIDProvides a securID
card.card. Initial authentication toInitial authentication to
permit endpermit end--users throughusers through
the Countythe County’’s Firewalls Firewall

••Form must be signed byForm must be signed by
both the data entry staffboth the data entry staff
(Field 27) and the(Field 27) and the
authorizedauthorized
manager/designee (Fieldmanager/designee (Field
28).28).

Form #2
Data Entry Staff

••Please DoPlease Do
Not signNot sign
(Field 32)(Field 32)



Agreement For Acceptable Use and Confidentiality ofAgreement For Acceptable Use and Confidentiality of……(AUP(AUP))

Form #3
Data Entry Staff

AUPAUP
••UserUser
acknowledgement ofacknowledgement of
confidentiality andconfidentiality and
violation penalties.violation penalties.

SAMPLE page (pageSAMPLE page (page
2) demonstrates that2) demonstrates that
both the data enterboth the data enter
staff (user) andstaff (user) and
authorized manager orauthorized manager or
designee signature aredesignee signature are
required.required.

Data entry staff (user) and authorized manager or designee must sign this form.



Confidentiality OathConfidentiality Oath

Form #4
Data Entry Staff

Maintain By Provider

Data Entry staff (User)
must agree to
established measures
to safeguard sensitive
and confidential data
(PHI ).

Provider must maintain
this form in an office
file and must be made
available during audits
and/or investigations.



Rendering ProviderRendering Provider
Service Delivery ProviderService Delivery Provider

 The Rendering Provider Form must be completed for all clinical staff members
who are new or are not on the Integrated System. Rendering Provider must be
associated at a provider location for claim submission purposes.

 This form is to authorizes association and is also to be used for clinical staff
that have terminated services from a provider location or to update information,
i.e., name change, license renewal, taxonomy, reporting unit effective date, or
expiration dates.

 When completing this form, please refer to the following guidelines:

 The original form must be completed in its entirety (if applicable), with the required signature.
Fax, photocopy and/or e-mail forms are not acceptable.

 All information must be current upon submission of this form.

 Be sure all fields are completed accurately and appropriately to avoid delay in the processing
of a request.

 Forms, instructions, taxonomy codes (discipline codes), etc are posted on the Integrated

Systems website at: http://dmh.lacounty.gov/hipaa/cp_ISForms.htm



Rendering ProviderRendering Provider
Service Delivery ProviderService Delivery Provider

 Required FormRequired Form

Required

•Rendering Provider
Form

•Critical Information

Rendering
Provider Form
Instructions

•Taxonomy
Codes and
Description

•Authorized signer

•No “on
behalf of”
signatures

Sample

Link to Rendering
Provider Forms:
http://dmh.lacounty.gov/h
ipaa/cp_ISForms.htm

Required forms,

instructions, discipline
codes, and other helpful
information are listed
under Service Deliver
Staff



Rendering Provider Sample FormRendering Provider Sample Form

Missing
information
will delay
processing

Authorized
Manager or
designee
signature is
required

•No “on
behalf of”
signatures

Rendering
Provider Form is
required to allow
Providers to
submit claims for
client’s services.



Rendering Provider FormRendering Provider Form

 Submission MethodSubmission Method

1.1. Hard copyHard copy –– fillable form posted atfillable form posted at

http://www.lacounty.gov/hipaa/cp_ISForms.htmhttp://www.lacounty.gov/hipaa/cp_ISForms.htm

2.2. AutomationAutomation –– online completion and submissiononline completion and submission

•• SubmitSubmit ““Individual Authorized to Sign CIOB FormIndividual Authorized to Sign CIOB Form””

•• Provider sent automation link and instructionsProvider sent automation link and instructions

•• BenefitsBenefits

•• ““Go GreenGo Green”” -- Save paper, ink, postal stamps, etcSave paper, ink, postal stamps, etc

•• Receipt confirmationReceipt confirmation

•• Timely processing and notificationTimely processing and notification

•• Minimal incorrect form submission. Form designed according to RMinimal incorrect form submission. Form designed according to Requestequest
Type.Type.



Getting HelpGetting Help

 Contact CIOB/Help Desk at 213Contact CIOB/Help Desk at 213--351351--13351335
to reach a member of the Systems Accessto reach a member of the Systems Access
Unit team.Unit team.


